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                                          Abstract 
The phenomenon of identity fraud in online dating applications is 
increasing along with the rapid development of digital technology. 
This condition poses new challenges in marriage law in Indonesia, 
particularly in relation to the annulment of marriages that occur as a 
result of identity fraud. Although regulations such as the Marriage 
Law and the Compilation of Islamic Law have regulated the 
annulment of marriages due to fraud, these provisions still focus on 
fraud in a physical context and do not fully accommodate the 
characteristics of fraud in the digital space. The research method 
used in this article is a normative legal approach with qualitative 
analysis. Updating family law regulations is important, especially in 
regulating the mechanism for proving digital identity fraud and 
implementing stricter identity verification on online dating 
applications. In addition to regulatory aspects, improving public 
legal literacy is also necessary so that individuals understand their 
rights and obligations in marriage and are able to recognize and 
prevent the risk of fraud in online relationships. Targeted legal 
education can help the public verify their partner's information 
more critically. In addition, collaboration between the government, 
judicial institutions, and dating app platform providers is needed to 
create a transparent identity verification system and recognize digital 
data as valid evidence, so that legal protection for individuals in 
online relationships can be optimized. 

INTRODUCTION 
The development of digital technology has had a significant impact on how 

humans build social relationships, including in terms of forming personal and family 
relationships. One clear manifestation of this transformation is the rise in the use of 
online dating platforms, which have now become the main medium for many 
individuals to meet new people, especially the younger urban generation (Abel et al., 
2021). In Indonesia, this phenomenon has increased along with the expansion of 
access to the internet, smart devices, and changes in social interaction patterns due to 
urbanization and cultural globalization. Dating apps such as Tinder, Tantan, Bumble, 
and the like, not only serve as a means of introduction, but also often become the 
starting point in the process of exploring relationships that lead to marriage. 
However, behind the convenience and practicality they offer, the use of dating apps 
also creates new challenges in the realm of family law (Akhmedshina, 2023). 
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One crucial issue that has emerged is the practice of identity fraud by app 
users, who deliberately conceal or manipulate personal data such as name, age, 
marital status, occupation, religion, and even gender. In many cases, this falsification 
not only damages trust, but can also lead to serious legal consequences, especially if 
the relationship continues in marriage. Marriages formed from such false and 
manipulative relationships have a high potential for legal conflicts, both in the form 
of marriage annulment suits and criminal charges (Akurugu et al., 2022). 

In the Indonesian legal system, marriage has a very important dimension 
because it is not only a contract between two individuals, but also a social and 
spiritual institution protected by the state and religion. Therefore, validity and 
honesty in the process of forming a marriage are non-negotiable aspects. Law 
Number 1 of 1974 concerning Marriage, as amended by Law Number 16 of 2019, as 
well as the Compilation of Islamic Law (KHI) for the Muslim community, has 
established a number of norms and conditions for a valid marriage (Alenezi, 2023). 
One of the main principles in marriage law is the free consent of both parties based 
on accurate information. If it turns out that the consent was obtained through 
deception or false identity, the validity of the marriage can be challenged and 
annulled before the law (Anand & Brass, 2021). 

The annulment of marriage in this context becomes a complex issue, especially 
when identity fraud is committed digitally and is not easily proven in court. The 
judicial system often faces obstacles in terms of evidence, because communication 
through dating apps is private, not officially documented, and prone to manipulation. 
This raises serious questions about how the existing legal system can respond to such 
digital challenges. On the other hand, the absence of specific legal regulations that 
explicitly govern digital identity fraud in the process leading up to marriage leaves 
victims vulnerable and weakens legal protection (Arain, 2025). 

Through this study, the author seeks to raise and analyze these issues within 
the framework of Indonesian positive law. The main focus is on the extent to which 
the practice of identity fraud on dating apps can be used as grounds for marriage 
annulment, how the normative legal approach views this phenomenon, and what are 
the obstacles and urgency of regulatory reform in responding to increasingly complex 
social dynamics resulting from the digitization of human relations. This study is 
important to provide theoretical and practical contributions to strengthening family 
law in the digital age, as well as to anticipate the social and legal vulnerabilities arising 
from pseudo-relationships formed in virtual spaces. Thus, this article not only aims 
to provide a legal basis for the annulment of marriages born of digital identity fraud, 
but also recommends the need to increase public legal awareness, strengthen 
technology-based regulations, and adjust the interpretation of family law to be more 
adaptive to the times. 

In the context of Indonesian family law, marriage is not merely an agreement 
between two individuals, but rather an institution based on noble moral, social, and 
spiritual values. Therefore, the validity of a marriage is largely determined by the 
fulfillment of the elements of truth and honesty in the initial process of its formation. 
When one party enters into a marriage through manipulative means, such as 
falsifying their identity on a dating app, the fundamental principles of justice and 
trust in the institution of marriage have been violated. This certainly has significant 
legal consequences and must be addressed seriously by the national legal system (Are 
et al., 2024). 

In practice, cases of identity fraud leading to marriage are not merely ethical or 
moral issues, but also concern the legal rights of spouses who feel aggrieved. When a 
person discovers that their spouse has concealed their previous marital status, lied 
about their religion, or even disguised themselves as a different gender, a legal 
vacuum arises that leaves the victim in a very vulnerable position. In several cases 
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that have been brought before religious courts, the annulment of marriage has been 
sought on the grounds of fraud or serious legal defects. However, courts often find it 
difficult to unravel the facts and hidden motives behind such fraud, especially when 
all communication has taken place digitally and has not been formally documented 
(Asnita, 2024). 

This situation highlights the gap between existing legal norms and the social 
reality of today's digital society. Conventional regulations are not yet fully capable of 
addressing the complex issues that arise from the use of digital media in shaping 
social relationships, particularly in the stages leading up to marriage (Bouffard et al., 
2022). The Marriage Law and the Compilation of Islamic Law do regulate the 
annulment of marriages in cases of fraud, but they do not explicitly cover digital-
based fraud. As a result, it is difficult to prove claims of fraud, so victims often do 
not obtain maximum justice. In addition, public legal literacy regarding rights and 
obligations in forming marriages through digital media is still relatively low. Many 
individuals enter into serious relationships through dating apps without 
understanding the legal risks involved, especially when the authenticity of identities is 
never verified directly. In this context, the state has a responsibility not only to 
provide legal instruments that protect citizens, but also to provide legal education 
that is adaptive to the digital era (Ausat, 2023). 

Therefore, this study is relevant to fill the scientific gap and practical legal 
needs in addressing the phenomenon of identity fraud in the digital space that affects 
the validity of marriage. This study not only focuses on normative analysis of 
applicable legal rules, but also encourages the need to reorient the Indonesian family 
law paradigm so that it can keep up with the dynamics of information and 
communication technology. Furthermore, the results of this study are expected to 
serve as an initial reference for policymakers, academics, and legal practitioners in 
designing more comprehensive and responsive regulations and protection 
mechanisms to the challenges of the digital age. 

 
METHODS 

The research method used in this article is a normative legal approach with 
qualitative analysis (Ibnu Amin et al., 2022; Jeri, Ihsan, Efendi, Akbar, & Majid, 
2025). This study examines the legal norms contained in Indonesian legislation 
related to marriage, particularly regarding the annulment of marriages based on 
identity fraud in online dating applications. The data used is secondary, in the form 
of legislation, court decisions, legal journals, and related literature discussing the 
phenomenon of identity fraud in the context of family law (I Amin et al., 2022; Jeri, 
Ihsan, Efendi, Akbar, Majid, et al., 2025). The analysis process was carried out by 
identifying and examining relevant legal provisions, both those regulated in Law 
Number 1 of 1974 concerning Marriage, the Compilation of Islamic Law (KHI), and 
other related regulations (Hafizh & Efendi, 2023). Furthermore, this study also 
discusses the legal gaps that arise due to the lack of regulations governing identity 
fraud in the digital context, as well as the need for regulatory updates to respond to 
the challenges faced in the virtual world. This qualitative analysis aims to explore the 
legal implications of identity fraud on dating apps, as well as provide 
recommendations related to strengthening regulations and legal protection for 
victims in marriages formed through digital relationships. Using this approach, this 
study is expected to provide insights into how Indonesian law can respond to social 
developments caused by digital transformation, as well as contribute to the 
development of family law that is more adaptive to the challenges of the times 
(Afrianto & Pasaleron, 2024; Efendi et al., 2025; Afrinal et al., 2025). 
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RESULT AND DISCUSSION 
To discuss several points in the results and discussion related to identity fraud 

in the context of online dating applications, it is first important to outline the 
dynamics of identity fraud that occur in the digital world and how this relates to the 
social changes brought about by online dating applications. Next, we will discuss the 
impact of identity fraud on the validity of marriage, particularly in the context of 
Indonesian family law governing marriage and the annulment of marriage due to 
fraud. The discussion will also cover the challenges in proving identity fraud, with a 
focus on easily manipulated digital evidence and the limitations of existing legal 
regulations. In addition, the potential need for regulatory updates to respond to this 
phenomenon more comprehensively will also be outlined. Finally, it is important to 
touch on the aspect of consumer or dating app user protection, who are vulnerable 
to identity fraud, as well as the need for legal literacy among the public to be more 
aware of fraudulent practices that can result in legal problems, especially those related 
to marriage. 

 
Identity Fraud in the Context of Online Dating Applications 

With the rapid development of digital technology, especially online dating 
applications such as Tinder, Bumble, and Tantan, people now have new ways to 
meet and form relationships. These applications offer convenience and comfort for 
users in finding a life partner, thereby influencing the way people interact in the 
context of personal relationships. The convenience offered, such as global access and 
the speed of finding a partner, has encouraged many people to join the world of 
online dating. However, behind this convenience lies a major and disturbing 
problem, namely the practice of digital identity fraud. Identity fraud on online dating 
apps is an act committed by individuals to change or hide their personal information, 
such as age, marital status, occupation, and even gender. The goal is to create an 
image of themselves that is different from reality, in the hope of attracting the 
attention of others or deceiving the opposite sex into starting a relationship. In some 
cases, this falsification may involve changing the photos or information used in 
profiles, making a person's identity appear more attractive or more in line with their 
expectations of a life partner. This phenomenon, although it has been around for a 
long time, is becoming more widespread as the technology that supports online 
dating apps advances (Dahlan et al., 2023). 

More concerning is that identity fraud often has serious consequences for the 
personal and legal lives of its users. One of the biggest impacts of identity fraud is the 
formation of relationships built on lies. Many individuals start their relationships with 
fake identities they create through online dating apps. When these relationships 
progress to marriage, the truth about the hidden or manipulated identity is only 
revealed after the couple is married. This leads to mistrust that damages the integrity 
of the relationship, and often results in legal disputes, including divorce or even 
annulment. In Indonesia, Law Number 1 of 1974 concerning Marriage and the 
Compilation of Islamic Law (KHI) stipulates that marriage must be based on honesty 
and free consent from both parties. If it is proven that one party has committed 
fraud or identity fraud, the marriage can be annulled. However, in the fast-paced 
digital world, which lacks standard rules regarding identity verification, proving 
identity fraud is a major challenge. Available evidence, such as online messages or 
conversations, is highly susceptible to manipulation or deletion, making it difficult 
for courts to gather valid and convincing evidence (Dailey & Martinson, 2024). 

In addition, with no obligation for online dating platforms to store user data 
for long periods of time, existing evidence is often lost or cannot be independently 
audited. This creates legal uncertainty that hinders the resolution of disputes related 
to identity fraud, even if the evidence already exists in the form of online 
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communications. Furthermore, the ignorance of many online dating app users 
regarding the potential for digital identity fraud often exacerbates the situation, where 
they are trapped in legally risky relationships without realizing the dangers that lurk. 
Therefore, it is very important to realize that although online dating apps open up 
new opportunities to meet partners, they also bring new challenges, especially in 
terms of relationship integrity and legal proof. In facing this phenomenon, it is 
important for the public to obtain education and legal literacy regarding their rights 
in relationships and marriage, as well as ways to wisely verify the identity of their 
partners. The government also needs to consider updating regulations to respond to 
these technological developments, so that legal protection can be more effective and 
adaptive to changes in the digital world (Dewantara et al., 2021). 

 
Marriage Law and Marriage Annulment due to Identity Fraud 

In the Indonesian legal system, marriage is strictly regulated in Law Number 
1 of 1974 concerning Marriage (Marriage Law) and the Compilation of Islamic Law 
(KHI). These two regulations emphasize that marriage must be based on honesty, 
free consent, and without coercion or deception from either party. Indonesian law 
states that if a marriage is conducted based on lies or fraud, including identity fraud, 
then the marriage can be annulled or deemed invalid by the court. Articles 27 and 28 
of the Marriage Law state that marriages conducted on the basis of fraud, for 
example by falsifying the identity of one of the parties, can be annulled. Article 27 
emphasizes the importance of good intentions and honesty in the execution of a 
marriage, while Article 28 confirms that if there is a lie that affects the agreement in 
the marriage, it can be grounds for requesting the annulment of the marriage. 
Furthermore, in the Compilation of Islamic Law (KHI), Articles 72 and 73 also 
provide the same rules regarding the annulment of marriages conducted on the basis 
of fraud, including identity fraud, both in the context of marriages conducted under 
civil law and Islamic law (Gao et al., 2024). 

Although the legal rules are clear, the biggest challenge in implementing these 
provisions is proving identity fraud in marriage. Proving identity fraud in the digital 
age has become very complex, especially when the evidence is generally in the form 
of communications conducted through online dating applications. Evidence such as 
text, image, or video conversations is often highly susceptible to manipulation or 
even deletion by one of the parties involved. When these cases reach court, gathering 
valid and acceptable evidence becomes very difficult, as there is no physical evidence 
that can be directly accounted for. 

In addition, the digital nature of this evidence often makes it easy to modify 
or delete, eliminating any traces that may have existed. In today's fast-paced digital 
world, regulations regarding legally valid evidence related to online communication 
and digital data are still limited. Many online dating apps do not have clear policies 
on storing communication data between users, or if they do, the data is not usually 
stored for long periods of time. This makes it even more difficult to track and verify 
the accuracy of information exchanged in cyberspace. For example, text messages or 
images sent in online dating applications are very easy to alter or delete, reducing the 
possibility of verifying the accuracy of the information that was originally conveyed. 

In addition, identity fraud is not limited to scams that occur in online dating 
applications, but can also involve more complex forms of identity deception, such as 
using a false identity that may not be detected in initial online interactions. This leads 
to a situation where the available evidence often cannot clearly show that a person 
has deliberately manipulated their identity for personal gain or to manipulate their 
partner. Therefore, even though Indonesian law provides a strong basis for annulling 
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marriages conducted on the basis of fraud or identity fraud, the challenge of proving 
such cases in legal practice is enormous. One solution that can be considered is the 
need to develop more specific and progressive regulations governing digital evidence, 
including how online dating applications and other online platforms should be 
responsible for storing and providing valid evidence for legal proceedings (George, 
2024).  

In addition, regulatory updates that respond to new challenges in the digital 
world, as well as recognition of digital evidence in the context of family law, are 
essential to ensure that parties involved in these legal conflicts can obtain fair and 
transparent justice. Therefore, although Indonesian family law provides a strong basis 
for annulment of marriage due to identity fraud, the biggest challenge lies in 
providing valid and clear evidence in an increasingly complex digital context. 
Strengthening public legal literacy, especially regarding the understanding of digital 
identity and the legal implications of identity fraud, as well as regulatory reforms that 
can better handle digital evidence, are important steps to ensure that the law can 
function effectively in the digital age. 

 
Difficulties in Proving Identity Fraud Cases 

In identity fraud cases involving online dating apps, courts often face various 
difficulties that hinder efforts to prove fraud. One of the main obstacles faced is the 
nature of the available evidence, which generally consists of conversations or short 
messages exchanged through online dating applications. Such evidence is highly 
susceptible to manipulation and deletion. Unlike physical evidence such as official 
identity documents or written contracts, which are clear and legally valid, digital 
evidence, such as chats or messages in dating applications, often lacks clear legal 
validity or is not easily accessible. 

This leads to legal uncertainty regarding the accuracy of information 
conveyed by one of the parties in an online conversation. Furthermore, online dating 
applications have no legal obligation to store conversation data or user information 
in the long term. Typically, these platforms only store data for a certain period and 
may delete it after a certain time or based on their privacy policies. As a result, when 
a legal dispute arises, the evidence is often lost or no longer available. Without 
conversation data that can be examined or verified, it is difficult for courts to assess 
the truth of claims made by parties who feel they have been harmed by identity 
fraud. In many cases, the only remaining evidence is screenshots or copies of 
conversations taken by the parties involved, which can of course be easily 
manipulated, adding to the complexity of the verification process (Giles, 2021). 

The digital nature of this evidence also makes it difficult to conduct 
independent audits or verifications. For example, conversations that take place in 
dating apps can be easily modified or deleted by either party, making it difficult for 
third parties or courts to confirm the accuracy of the information provided. This is in 
contrast to physical evidence, where validity and authenticity are easier to ascertain. 
The inability to audit these online conversations creates legal uncertainty, where 
courts cannot definitively determine whether the information provided by one party 
is truthful or has been manipulated. As a result, determining whether identity fraud 
has actually occurred often depends on evidence that cannot be fully verified, which 
adds to the challenges in the legal process. In addition, not all online dating 
applications have reliable user identity verification mechanisms (Gstrein & Beaulieu, 
2022). 

Some applications rely solely on information provided by users, without any 
formal verification or identity checks. This opens up opportunities for individuals 
intent on identity fraud to easily manipulate their personal data. In some cases, users 
may deliberately conceal important information, such as their marital status, 
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occupation, or even their gender, with the aim of attracting the attention of others 
and building relationships that are not based on truth. Without clear and effective 
verification procedures, dating apps become a vulnerable arena for fraud and identity 
theft, which often only comes to light after the couple is married or after the 
relationship has been going on for a long time. 

The lack of adequate policies regarding identity verification makes users of 
dating apps more vulnerable to fraud. By relying on information that may be false or 
misleading, users can become trapped in unhealthy relationships or even face legal 
problems in the future. Even if identity fraud is discovered, the difficulty of gathering 
evidence that is valid and admissible in court often makes legal proceedings very 
difficult. The court must assess whether the conversations actually took place as 
claimed, and whether there is sufficient evidence to support claims of fraud or 
deception in the relationship. Overall, the difficulty of proving cases of identity fraud 
through online dating apps creates a major challenge in the legal process. Proof that 
relies on digital evidence that is easily manipulated and lost, as well as the lack of 
clear verification procedures in dating apps, further exacerbates this situation. 
Therefore, it is necessary to develop a legal system that is more responsive to this 
digital phenomenon, including updating regulations on the validity of digital evidence 
and user identity verification in online dating apps, so that legal proceedings can be 
conducted fairly and transparently. 

 
The Gap Between Law and Digital Reality 

The gap between existing positive law and the rapidly developing digital 
reality is becoming increasingly a concern in the context of marriage annulment due 
to identity fraud on online dating apps. Indonesian law, both through the Marriage 
Law and the Compilation of Islamic Law (KHI), provides a fairly clear legal basis for 
the annulment of marriages based on fraud. However, these provisions are essentially 
more focused on fraud that occurs in a physical and direct context, where evidence 
can be more easily verified through documents or direct testimony. With the 
continuous development of digital technology, including the use of online dating 
applications, existing laws are considered to be unable to fully accommodate this new 
reality, where fraud often occurs in the virtual world, which is difficult to monitor 
and prove. Online dating applications such as Tinder, Bumble, and Tantan have 
made it easier for individuals to meet and interact with others virtually (Guna & 
Yuwantiningrum, 2024).  

However, this phenomenon also opens up a huge loophole for identity fraud, 
where users can easily hide or manipulate personal information such as age, 
occupation, marital status, and even gender. Such practices have undoubtedly existed 
in the real world before, but with the advent of the virtual world, which offers 
anonymity and isolation, identity fraud has become much easier and often more 
difficult to detect. This is where the big challenge lies for our legal system, which still 
relies on physical evidence or facts that occur directly. 

On the other hand, online dating apps do not require in-depth identity 
verification. Many of these apps rely solely on the data provided by users without any 
official procedures to verify the authenticity of the information submitted. This leads 
to a higher potential for fraud, as users can freely present identities that do not 
correspond to reality. Even if the identity fraud is only discovered after the marriage 
has taken place, the process of proving the truth of the hidden information becomes 
very difficult. The only evidence available is conversations that can be easily modified 
or deleted, making it difficult for third parties or courts to verify independently. 
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This has led to a gap between existing legal provisions and the increasingly 
complex dynamics of digital relationships. Marriages based on identity fraud often 
end in serious legal conflicts. In this case, the law must be able to provide space for 
more adaptive and responsive regulations to the changing times. The Marriage Law 
and the Compilation of Islamic Law do regulate the annulment of marriages based 
on fraud, but there are no specific provisions regulating fraud that occurs in the 
virtual world, where the available evidence is not always in the form of physical 
documents that can be legally accounted for. Therefore, to address this gap, a more 
flexible and progressive interpretation of the law is needed, one that can adapt to 
technological developments and accommodate the challenges presented by the digital 
world. 

In this context, clear regulatory updates are needed on how evidence of 
identity fraud committed through online dating apps can be recognized and accepted 
in court. One step that can be taken is to introduce a stricter and more transparent 
user identity verification mechanism in dating apps. This aims to reduce the risk of 
fraud and identity fraud occurring in the digital space, so that in the event of a legal 
dispute, the evidence process can be carried out more easily and fairly. Furthermore, 
there is also a need to strengthen digital legal literacy among the public. Users of 
online dating applications need to be given an understanding of the importance of 
identity verification and the potential legal risks that may arise if the information they 
provide is inaccurate or concealed (de Kalaf & Fernandes, 2023). 

Thus, in addition to developing adequate regulations, preventive measures 
also need to be taken through educating the public about the importance of honesty 
in building relationships in the virtual world, as well as the legal implications of 
identity fraud in the context of marriage. Overall, the gap between existing laws and 
digital reality needs to be addressed through a more holistic approach, which includes 
regulatory updates, adaptive legal interpretations, and increased legal literacy among 
the public. Only in this way can our legal system be more responsive to the new 
challenges that arise in the digital world and provide better protection for individuals 
involved in relationships built through online dating applications. 

 
The Need for Updates to Law Regulations 

The growing phenomenon of identity fraud in online dating apps has become 
an urgent issue that needs to be addressed within the framework of Indonesian 
family law. With technological advances and the development of the digital world, 
personal relationships formed through online platforms are increasingly difficult to 
avoid. Applications such as Tinder, Bumble, and other make it easy to meet partners, 
but they also open up great opportunities for identity fraud, which often results in 
marriages built on lies. Although the Marriage Law and the Compilation of Islamic 
Law (KHI) have regulated the annulment of marriages due to fraud, existing laws 
focus more on fraud that occurs in a physical and direct context, and do not 
specifically accommodate the dynamics of the virtual world. 

 
Table. 1. Popular online dating apps that are often connected to or use social media to log in 

or promote profiles 

No Name 
Apps 

Description 

1 Tinder  One of the most well-known dating apps, allowing users to “swipe” right/left 
based on interest. Users can log in using their Facebook or Google accounts. 

2 Bumble  Similar to Tinder, but women must send the first message in heterosexual 
relationships. Can be connected to Instagram or Spotify accounts. 

3 OkCupid Emphasizes compatibility based on user questions and interests. Can be logged 
into with social media accounts. 

4 Hinge Focuses on building long-term relationships, displaying profiles with unique 
answers to questions. Can be connected to Instagram. 
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5 Facebook 
Dating  

A dating feature directly within the Facebook app, using Facebook profiles to 
match users. 

6 Tantan One of the most well-known dating apps, allowing users to “swipe” right/left 
based on interest. Users can log in using their Facebook or Google accounts. 

7 Her  A dating app for women and queer people, also connects with social media for 
authentication. 

 
Updating family law regulations in Indonesia is crucial to address legal 

challenges arising from identity fraud in online dating applications. Indonesian family 
law, which is more based on traditional and conventional rules, needs to be updated 
to respond to social and technological changes. One of the main updates needed is 
more detailed regulations on how digital identity fraud can be proven and processed 
within the existing legal framework. For example, how digital data, such as 
conversations in dating apps or user profile information, can be used as valid 
evidence in court. Currently, many digital conversations are easily manipulated or 
deleted, making it more difficult to prove them in court. Therefore, updates are 
needed to allow data contained on digital platforms to be considered valid evidence 
in court, with clear provisions regarding its authentication and validity. In addition, 
regulatory updates must also involve regulations related to the verification of dating 
app users' identities. Until now, many dating apps have not required strict identity 
verification, allowing users to hide or manipulate their personal information. With 
regulations requiring user identity verification, dating apps can play an active role in 
preventing identity fraud. These regulations will not only strengthen trust between 
couples interacting in the virtual world, but also provide legal protection for 
individuals who are victims of identity fraud. 

Figure 1. Enhancing Digital Marriage Law 
 

 
 
 
 
 
 
 

 

 

 

 
 
 

 
 

Regulatory updates alone are not enough to address the problems arising 
from identity fraud in online dating apps. Legal literacy among the public also plays a 
very important role. Many individuals get caught up in relationships without verifying 
their partner's identity, which can ultimately lead to serious legal problems. Often, 
victims of identity fraud on dating apps are unaware that they could be the aggrieved 
party in the relationship because they do not know their rights in the context of 
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marriage law. Education about rights and obligations in marriage, as well as how to 
protect oneself from potential fraud in the virtual world, is very important to provide 
to the public, especially those who actively use dating apps. This legal literacy can be 
introduced through various channels, such as mass media, legal counseling, or short 
courses on family law that discuss new challenges in digital relationships. With a 
better understanding of their rights, dating app users can be more careful in choosing 
a partner and more thorough in verifying their partner's personal information. 

In addition to regulatory updates and legal literacy, the challenge of 
addressing digital identity fraud also requires collaboration between various related 
parties. The government, judicial institutions, dating app providers, and society itself 
must work together to create an effective legal system that is responsive to new 
challenges arising in the digital world. The government has a very important role in 
formulating policies that support personal data protection and developing clearer 
regulations related to user identity verification on dating apps. These policies should 
not only focus on personal data protection, but also on regulations regarding the use 
of digital data as valid evidence in court. In addition, these regulations must also 
include mechanisms for dating apps to comply with stricter standards related to user 
identity verification. 

Dating app providers must also take an active role by providing a more 
transparent and effective verification system to prevent identity fraud. This 
verification system could include facial recognition, valid identification numbers, or 
other methods that ensure that users registered on the app are who they say they are. 
This will help reduce the risk of identity fraud that often occurs in online dating apps. 
By involving various parties in the policy and regulation-making process, it is hoped 
that a more coordinated and effective system can be created to protect individuals 
involved in online relationships. This collaboration will enable the creation of 
comprehensive rules, where individual rights are protected and the legal risks 
associated with identity fraud can be minimized. 

 
CONCLUSION 

Identity fraud in online dating applications is a real and high-risk phenomenon 
in the context of marriage law in the digital age. This practice not only undermines 
the integrity of relationships, but also has the potential to cause serious legal 
consequences, including marriage annulment. Although Indonesian law, through the 
Marriage Law and the Compilation of Islamic Law, stipulates that fraud can be 
grounds for marriage annulment, these regulations are not yet fully capable of 
accommodating the complexity of identity fraud in the digital space. Difficulties in 
proving fraud, limitations in the validity of digital evidence, the lack of identity 
verification mechanisms on dating apps, and low legal literacy among the public are 
factors that exacerbate this problem. Therefore, there is a need for updated family 
law regulations that are responsive to developments in digital technology, increased 
public legal literacy regarding the risks of online relationships, and cross-sector 
collaboration between the government, judicial institutions, academics, and dating 
app providers to create a comprehensive, effective, and adaptive legal protection 
system for the challenges of the digital age. 
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